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Dienr BT and Chris!

The December 11, 2000, draft titled "N AAG Privacy Principles and Baskground”
cunvinees me that tha orgasization is nct ready 1o take & position on these pubhlic nalicy
isyues. The dralt is short on facts — other than the peculinr and often unselinkls “fazts”
ganerated by public oplalan polls. Dafors NAAG enters this particular arena, srgying for

federa! privacy legisistion™ (p. |) und other public poiicies, it is essenrin t5 have a firm
grasp of the rechnical and commurzinl aspeats of the business behavior undes review,
Judging from the drafl, T would sey tha: the NAAG Lateenet Law Project has much work
shead befors it can claim to hove such & grasp.

The Hippocratic cath oommandy physicisns, "Firel, do 1o harm.” This
ndmoniton is equally good advice for leginluors and, yes, smormevs general. So that

MAADS propoassls de not produce more harm than good, the firet order &f bus
ahouwld be 4 thorough sssssrment of te cors and bensfits of the il:ﬂnrm-ﬂm?:n::;:iq.:

techniques that federal privecy legisiation would Hielv nddsess. The Decsmbes 11
hriafly scknowledges that business use of inisroet-genemted information sbout e
souswnns has bensfited consumens greaty by facilitatiog the devalopment af
inermmsingly sophisticated direst marketing technigues. The draft notes that, soeording te
& !ﬁ'ﬁ poll, “&63 percent of Arericans purchased products or sarvices from targeted ninil
offers” and thet “[mlany want customized marketing that in possible auly through
uun?ﬂﬂimnudmm#winfbmﬂwnm" (p- 2) The dreft goes on 1o Eate
that Tﬂ;‘ﬁ :J::"mn'prli.ng antreprencurs” have raken advantage of this new



The dreft’s recognition of the bepefits to consemers from buainesses' use of
internet-generated information takes up jess than half s page of the 1 1-page document,
The positive case for internet-genersted information, however, is followed by B confusing
paragraph in which the “fip side" is described as follows: “businesses . . . build large,
sophisticated databases that are chock-full of customer inforrnation that helps them 1o
effectively target and expand the market for the products and services they provide ™
This alieged negative side is the same as the positive side of the coinl Which is it, then?

The rest of the docyrment iz largely given over to a pemade of horribles and worst-
case scenarios and polling date which suggest that the public has some concerns about
privacy and the internet. In fact, the polling date apper to form the hackbone of the
draft’s policy recommendations.

Reliance on vague public opinion deta in this context is inapyropriate for chief
legal officers. People may wel} harbor vague fears of loss of privacy. but unless the
questions asked by the pollsters are carefully phrag=d, I would expect the public's
Tesponse 10 questions about privacy would be skewed significantly in the direction of
"more protection, please.” Any reasonable person, agked in the nbatract if they would
like more or less protection of a good thing (such as privacy), can be depended on to
answer, "More, pleese.” This ragponse tells us next to nothing that is useful, because the
person has not been asked to cansider the costs mssociated with the increased protection,
The better question would be to ask if a person would prefer more privary if it meant that
he would receive fewer individually-taliored offers for goosds and servicep from pellers
who could no longer use information on that person's buying habits. Thiz balanced
presentation would prompt the respondent to consider both the costs and benefity of the
position he espouses, I would be disappointed tv soe NAAC make public statements
based upon the public’s vapue fear of internet technology that would have the effect of
fanning those fears. NAAG ahould take care not to give credence to HLL. Mencken’s
view that “The whole aim of practica! politics is to kesp the populace alarmed - and
hence clamorous to be led to sufety ~ by menacing it with an endlese series of
hobgoblins, all of them imaginary.”

The draft takes a position on the choice between “opt-in” and “opt.out” privacy
policies — the issue that seems to be the most hard-fought one in the current debate. As
you know, an opt-in approach “wonld raquire Intemet compenics to ask peopie for
permission to use their personal informarion™ (p- 3), while ant opt-out approach would
permit the use of personal informetion uplegs a person aeks that his or her information not
be s0 used. Although privacy advocutes prefer opt-in, businesses argus that it ertalls
much higher costs than opt-out and wouid have a highly negative effect on direct
marketing as a result. The opt-cut approach wag adopted by Congress with respect 1o
financial institutions in the 1999 Gramm-1 each-Bliley legistation.

The draft swongly favore the opt-in approach, but fails to make a convincing case.
The draft's rejection of the opt-out approach eppears {o be based in substantial part on
poiling data -- i.c,, the claim that “96 percent of ail Internet users favor ‘opt-in’ privacy



pelicies” (p. 3). The draft aisc offers @ strained logal argument — that apt-out rules
arount to equating sfience with consent, and thus are “incensistent with 600 yvears of
contraet law tenets.” (p. 9). Clearly, notice to the consumer and provision of an
oppartunity to opt-out constititte substantially more than “squating silence with consent.”

The draft ignores e substantiel legal argurment that many privacy restrictions may
violate the first amendment. I urge you fo review an article published last vear, in the
Stanford Lew Review, on this issue, Eugene Volokh, Freedom of: Speech and
Information Privacy: The Troubling Implications of a Right to Srop People From
Specking About You, 52 Stan. L, Rev, 1049 (2000). As officers sworn to uphold the
Constitution, we have an obligation to consider this importent issue.

More fundaentally, the draft misstates the law of privacy. Deapite the brilliance
of Justice Brandeis's phrase, there ie no general “right to be let glone." Although some
constitutionsl or cotnmon law provisions protect one aspect of privacy or gnother, there is
no general “right to privacy,” In fact, this lack of a right to privacy was Brandeis's
concern 4o his 1890 law revisw article, dealing with the tell-all newspapers of the day, in
which he first used the phrase “right to be let alonc.™ His use of the phrase many vears
later in his dissent in Olmstead v. United States was in the comext of governmenta|
invasion of privacy via wirewpping The Founders “oonferrad, ay agalnst the
Zovernmen, the right to be lat alone — the most comprehensive of rights and the tight
most valued by civilized men. To proteet that right, every unjustifizbic intrusion by the
government upon the privacy of the individual, whatever the meana employed, tust be
deemed a violation of the Fourth Amendment.” 277 .8, 438, 478 (1928) (Brandsix, J.,
dissenting} (emphasis added).

Ini the words of one scholar, “When Brandeis ponned his dissent in Olmgtead, tha
encmy for Brandeis was no longer the press, but the government."® There is more than a
little irony in the draft’s invocation of Brandeis in favor of a significant increase in
federal regulatory authority over the internet. In & simjlarly fronie vein, it should also be
noted thet several federal departmeants and agencies have recemly been faulted for theis
failures to honor and protect the privacy of internet surfers who visited their wobsites,
The NAAG draft, howsver, ignores the threat of misuse of private information by
fovernment agencics.

In short, the draft has not made the case for government intervestion in the free
market on the question of iaternet privacy. ] cannot sey today that such a case cannot be
made, only that I am not persuaded by what hes been done to date, | strongly recommend

' Samue! D. Warren & Louis |2, Brandsis, The Right o Privagy, 4 Harv. L. Rev, 193 (18903,
? Mary Murpiry Bohrouder, The Brandeis Legacy, 37 5un Diego L. Rev, 711, 720 (2000).



that NAAG not take a public position on this issue until there has been a more thorough
asicsament of the benefitz ag well as the coats to consumers of the new vses of intemet-
gencrated information, es well ag 2 more thorough assessment of the costs to consumers
of any remedy NAAG desires 10 propose to Congre

ce; All state atiorneys general
Chrigtine Milliken, NAAG



